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FY 22-23 DAVID MOU Audit 

EXECUTIVE SUMMARY 

The Division of Audit (DoA) performed an assurance review of the Department of Campus Safety and 
Security’s procedures related to their use of the Driver and Vehicles Information Database (DAVID) 
system. This review was conducted to assure compliance with the requirements of HSMV-0158-18, 
the active Memorandum of Understanding (MOU) that the Department of Campus Safety and Security 
has in place with the Department of Highway Safety and Motor Vehicles (DHSMV). 
 
Based on our audit, we have concluded that the Department of Campus Safety and Security met the 
requirements of HSMV-0158-18. Adequate controls had been designed for the required control areas 
of the MOU, however, our review determined that certain control areas were not operating effectively, 
and additionally, process procedures had not been formally defined for specific areas. Our audit 
outcomes can be summarized in the table below:  
 
 User Access & Management 

• The Department of Campus Safety and Security (DCSS) had not immediately 
inactivated users in DAVID that had separated from the Department, as required by 
MOU section IV. 

• DCSS management stated Quarterly Quality Control Reviews were completed each 
quarter, however, no documentation existed to verify that the required quarterly 
monitoring of user activity occurred as stated. 

 

 Information Handling & Dissemination 
• DCSS complied with Section V. Safeguarding Information of the MOU by not 

disclosing or disseminating DAVID information with external parties or agencies. 
• DCSS had not maintained procedures outlining the reporting of DAVID misuse to 

DHSMV nor the process for handling DAVID misuse internally within the 
department. 

\ 

 

 
 
 

User Activity Monitoring 
• Testing of the user activity for a selected sample of active DAVID users concluded 

that no material instances that could indicate DAVID system misuse was identified 
for the sample of active DAVID users selected.  

 

Legend:          Controls are in place & 
operating effectively  Controls are in place but not 

operating effectively  Controls are not in place  
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BACKGROUND 

 
MOU For Law Enforcement Agency Access To DAVID 

The DAVID system is a repository of driver and vehicle information that is collected and 
maintained by DHSMV as part of their statutorily mandated duties, and is accessible through the 
internet via a secure user name and password. The system contains records of Florida individual’s 
driver license information such as name, address, phone number, social security number, vehicle 
information, medical information, and emergency contact information. Due to the confidential 
nature of the information contained in DAVID this information is protected against disclosure1 and 
exempt from public records under Florida Statute2. 

Access to the DAVID system may be requested by law enforcement agencies for their use in 
carrying out statutorily mandated law enforcement and prosecutorial functions. In these instances, 
an MOU is established with DHSMV to define the conditions and limitations of electronic access 
and use of the DAVID system by the requesting agency. Through this MOU, the requesting agency 
agrees to maintain the confidential and exempt status of DAVID information and agrees to abide 
by the information safeguarding requirements and the compliance and control measures specified 
by DHSMV. 

 

DAVID MOU: FAMU DCSS  

FAMU DCSS renewed its MOU agreement with DHSMV in September 2017 with an agreement term 
of six years. DAVID information accessed and received by DCSS is used for University law 
enforcement purposes including verification of identity, traffic-related inquiries, criminal 
investigations, and employment background investigations. DCSS is responsible for administering and 
managing access and use of the DAVID system within its department, as well as protecting and 
maintaining information obtained from DAVID in accordance with the MOU agreement. 

 

                                                      
 
1 18 USC 2721: Prohibition on release and use of certain personal information from State motor vehicle 
records 
2 F.S. Section 119.0712(2): Executive branch agency-specific exemptions from inspection or copying of public 
records 

https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title18-section2721&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title18-section2721&num=0&edition=prelim
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&URL=0100-0199/0119/0119.html
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&URL=0100-0199/0119/0119.html
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OBSERVATIONS & RECOMMENDATIONS 

Review Area Observations  Recommendations 
User Access 
Termination 

System Inactivation Sample 
• MOU Section IV. Statement of Work 

subsection B-8 requires DCSS to inactivate 
DAVID users immediately upon separation.  

• Review of the listing of separated personnel 
for DCSS and system-generated listing of 
DAVID users identified 6 active DAVID 
users as having separated within the last 
year.  

• Sample testing of all 6 separated active 
DAVID users disclosed that all 6 separated 
active DAVID users were not immediately 
inactivated by their last date of 
employment. 

Inactivation Workflow 
• We recommend that the 

DCSS implement a 
workflow for the DAVID 
user inactivation process that 
documents the request for 
inactivation, the deadline 
(last date of employment) for 
inactivation, and receipt 
confirmation that the user 
was timely inactivated. 

 
 

Quarterly 
Quality 
Control 
Reviews 

Quarterly Sample 
• MOU Section VI. Compliance and Control 

Measures requires DCSS to conduct 
Quarterly Quality Control Reviews 
(QQCR) within 10 days of the end of each 
quarter. 

• Review of a sample of 4 completed QQCRs 
disclosed that each quarterly review was 
completed timely for each quarter. 

• Review of the QQCR reports and user 
activity report disclosed that no 
documentation was maintained to exhibit 
that DAVID usage was monitored as part of 
each quarterly review. 

Usage Monitoring Review 
• We recommend that DCSS 

documents the active users 
that were monitored in each 
QQCR and implement a 
secondary sign-off to affirm 
that monitoring was 
conducted. 

• We recommend that DCSS 
reviews the continued 
business need for access to 
DAVID for each of the 
active users as part of the 
QQCR process. 

Confidentiality 
& 
Unauthorized 
Use Training 
  
 

User Training Review 
• Review of annual DAVID training logs and 

walkthrough of the training process 
indicated that appropriate procedures and 
systems were in place to provide annual 
training.  

Training Monitoring 
• We recommend that the 

Department perform a 
verification check for active 
DAVID user training 
compliance as a part of each 
QQCR. We also recommend 
verifying that new users 
have completed training 
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Review Area Observations  Recommendations 
• A sample of 11 active DAVID users 

disclosed that 2 active users were not 
compliant with annual training. 

prior to being given DAVID 
access.  

Physical 
Access 
Security & 
Retention 

Compliance Review 
• Observation of the physical access controls 

implemented by DCSS disclosed that 
appropriate controls were in place to protect 
office devices with access to DAVID and 
printed DAVID information. 

• Our review of the retention of DAVID 
information disclosed that DAVID 
information was printed and retained as part 
of the employee background check. 

No Recommendations 

External 
Dissemination 
of DAVID 
Information 

Compliance Review 
• Inquiry with key personnel and review of 

DCSS policy disclosed that the DCSS does 
not disclose or share DAVID information 
externally nor assign duties related to the 
MOU to outside entities. 

• Review determined that the Department 
complied with the information-sharing 
requirements of the MOU. 

No Recommendations 
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Review Area Observations  Recommendations 
DAVID 
Misuse 
Reporting 

Compliance Review & Verification 
• Inquiry with key personnel disclosed 

appropriate procedures that DCSS follows 
in the case an instance of misuse is 
identified. 

• Inquiry with key personnel disclosed that 
no instances of misuse had been reported 
within the last 12 months. 

• Independent verification was made with 
DHSMV and determined that their records 
also indicated that no instances of misuse 
had been reported in the last 12 months.  

Misuse Reporting Procedures 
• We recommend that DCSS 

formally document their 
DAVID misuse handling and 
reporting procedures 
internally as a standard 
operating procedure.  

• We recommend these 
procedures specify the party 
responsible for reporting 
identified misuse to 
DHSMV, as well as the 
timeframe for misuse to be 
reported, and disciplinary 
action if misuse was 
determined to have occurred. 

User Activity 
Monitoring 

Sample Testing 
• A sample of active DAVID users was 

selected and their activity between the 
period of January to December 2022 
was examined against the DHSMV 
monitoring guidance for misuse. 

• Review of the selected sample 
concluded that no material instances 
that could indicate DAVID system 
misuse was identified for the sample of 
active DAVID users selected. 

No Recommendations 
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OBJECTIVES, SCOPE, & METHODOLOGY  

 
Objectives 
The purpose of this audit was to provide assurance that DCSS of Florida A&M University complied 
with the Compliance and Control Measures of HSMV-0158-18 by performing an Internal Control 
Attestation. This attestation will satisfy the Annual Certification required to be conducted as part of the 
conditions of the MOU. The assessment is designed to assess for sufficient control activities relating to 
the protection of DAVID information from unauthorized access, disclosure, use, or modification and 
that full compliance with the requirements of the MOU has been met. 
 
Scope 
The scope of this audit included the controls, processes, and procedures surrounding DCSS access and 
use of the DAVID system and information received from it. The focus of the review was an evaluation 
of the control activities between the period of January 1, 2022, through January 1, 2023, outlined in 
HSMV-0158-18 which included: 

• Quarterly Quality Control Processes 
• Dissemination 
• Safeguarding Information 
• User Access and Permissions 
• Misuse 
• User Activity Monitoring 

 
Methodology 
The methodology for this attestation included a review of quality control reports conducted by 
management, system-generated source documents for the access and activity management of in-scope 
user personnel, employee training materials for authorized DAVID use and guidelines, system-
generated training logs, procedures and narratives for adhering to the compliance measures outlined in 
HSMV-0158-18, sample reports of user activity monitoring reports for a selected sample of authorized 
users of DAVID, and observation of the physical access and security controls employed by DCSS at 
their Tallahassee, Florida office premises on the Florida A&M University campus. 
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APPENDIX A: FAMU DCSS DHSMV MOU 
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PROJECT TEAM     

 

STATEMENT OF ACCORDANCE  

The Division of Audit’s mission is to provide independent, objective assurance and consulting services 
designed to add value and improve the University’s operations.  It helps the University accomplish its 
objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of 
risk management, control, and governance processes. 
 
We conducted this assurance service in accordance with the International Standards for the 
Professional Practice of Internal Auditing. Those standards require we plan and perform the assurance 
services to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our engagement objectives. We believe the evidence obtained provides a 
reasonable basis for our conclusions based on our objectives. 
 
Please address inquiries regarding this report to the Division of Audit at (850) 412-5479. 

https://www.famu.edu/administration/audit/index.php 

 Project Lead   
William Thomson, CISA 
Senior IT Auditor   
 

 Engagement was supervised by: 
Deidre Melton, MBA, CFE, CIA, 
CISA, CISM, CDPSE, CRISC, 
CRMA, CIGI, CIG 
Associate Vice President for 
Audit and Chief Risk Officer 

 
 
 
 
 

Project Reviewer 
Arriet Foster, MBA, 
CIA, CFE, CIGA, 
CIGI  
Lead Senior Auditor 
& Investigator    
 

 

Engagement was approved and 
distributed by:  
Joseph K. Maleszewski, MBA, 
CIA, CISA, CGAP, CIG, CIGA, 
CIGI, CCEP, CCA, CFE 
Vice President for Audit  
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